Privacy Impact Assessment

Name of System: Civilian Personnel Records-Office of Personnel
Management Document Conversion Utility

System’s Unique ID: DCU

SYSTEM APPLICATION/GENERAL INFORMATION:
1. What is the purpose of the system/application?

The Civilian Personnel Records-Office of Personnel Management Document Conversion
Utility will store and transmit electronic copies of civilian official personnel files (OPFs).
Civilian OPFs will be scanned into the system and these digitized files will be transferred
to the Office of Personnel Management (OPM) Electronic OPF system.

The National Personnel Records Center (NPRC) has signed an agreement with the Office
of Personnel Management to digitize and transfer civilian Official Personnel Files to the
OPM celectronic Official Personnel File (¢OPF) system. Some of the OPFs pertain to
former federal employees whose paper records are stored at the Civilian Personnel
Records (CPR) Center and the rest pertain to current federal employees whose employing
agencies have contracted with CPR to convert paper OPFs to digital format.

e The system is designed to provide a Production environment that will convert
paper documents into digital formats using automated processes.

2. What legal authority authorizes the purchase or development of this
system/application?

44 USC 2108, 2110, and 2907

DATA in the SYSTEM

1. Describe the types of users who will have access to data in the DCU system?

Following are the categories of users that configure, operate, and maintain the CPR-OPM
Document Conversion Utility system during normal use.

o Administrators. Members of the administrators group are the most privileged
users in the system. Administrators have full access to all devices included in the
system, including servers and network devices (firewalls, routers, switches, etc.).

The positions occupied by the CPR-OPM Document Conversion Project
Administrators group members are designated as ADP I (Critical Sensitive). All
Administrators group members must have a NACI background investigation for
system access. None of the CPR-OPM Document Conversion Project
Administrators group members are permitted to be Foreign Nationals.



Power Users. Members of the Power Users are limited privileged users. They
will have full access to devices for which they are responsible, such as individual
workstations and shared servers, and read-only and/or read-write access to other
resources as required by their job function.

The positions occupied by the CPR-OPM Document Conversion Project Power
Users group members are designated as ADP II (Non-critical Sensitive). All
Power Users group members must have a NACI background investigation for
system access. None of the CPR-OPM Document Conversion Project Power
Users group members are permitted to be Foreign Nationals.

Users. Members of the User group are considered to be non-privileged users.
They will have read-only and/or read-write access to individual resources as
required by their specific job function. Access may also be limited by time,
schedule, and location constraints, as defined by the overall system policy.

The positions occupied by the CPR-OPM Document Conversion Project Users
group members are designated as ADP [II (Non-sensitive). All Users group
members must have a NACI background investigation for system access. None of
the CPR-OPM Document Conversion Project Users group members are permitted
to be Foreign Nationals.

2. Describe the information (data elements and fields) available in the system in the
following categories:

a. Employees

— User identifiers (user login ID) and authenticator (password)

b. Audit trail information (including employee log-in information)

Windows OS Audit Trails and Logging

All servers that are components of CPR-OPM Document Conversion Project are running
Microsoft Windows Server 2003 Operating System. These operating systems are
configured to audit the following information on the servers:

Account Logon Events - both successful and failed account logon attempts are
audited

Account Management - both successful and failed attempts to manage (create,
delete, edit) user accounts are audited

Logon Events - both successful and failed logon events are audited

Object Access - both successful and failed object access attempts are audited
Policy Change - both successful and failed attempts to audit system policies are
audited

Privilege Use - failed attempts to privileged resources are audited

System Events - both failed and successful system events are audited






